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Banking Industry in Indian Economy
 GDP – Rs. 232.89 Lakhs Crores 

 Money Supply Rs 199 Lakhs Crores & Bank 
credit Rs 182 Lakhs Crores 

 NPAs Rs. 13.00 Lakhs Crores

 Banking Frauds Rs. 3.05 Lakhs Crores during 
last 11 years of 50000 cases
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SC Judgement on Amrapali
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• It is observed that there was no monitoring done by the 
officials of Bank of Maharashtra, Andhra Bank and other 
banks by releasing of term loan to the Company. 

• Even basic checks, End Use of funds were forgone 
• No technical requirements followed as relating to release 

of Term Loan facilities to a borrower.
• The banks acted as mute spectator to unapproved 

diversion which was almost happening evidently in all 
banking transactions





Bank IS Audit Experience
 Inadequately  scoped 
 It lack coverage  of  end to end testing  covering  all its 

interfaces and input, processing and output control. 
 There is no testing on configuration  control of all input 

control in interface and all applications controls covering 
edit and validation check for completeness,  accuracy, 
reference, validity and calculation, segregation of duty both 
in interfacing as well as cbs.

 There is no scoping for report  generated from logic and 
completeness perspective only accuracy is partially checked.

 Mandatory field are not adequately  defined as per 
regulation. 

 SBI KEY AUDIT MATTERS
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Bank IS Audit Experience
 Master data field, completeness, accuracy is not 

tested.
 Lack of data governance and data leakage audit
 There is no checking for overall impact 

assessment  of Gap noted and compensatory and 
mitigating  control. 

 What is actually  done is just a tip at iceberg. 
 Those who do IS audit  not understand  business 

and vice versa is also true.
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Bank IS Audit Experience
Solution
 Regulators to be educated on scope and risk 

Enterprise architecture  of bank to be clearly 
documented and updated  for scoping 
adequately 

 Adequate training  on IS audit risk and audit 
approach Centralized end to end testing  by 
specialist and all observation on IS audit to be 
critically reviewed  for impact assessment
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Data Analysis - Reporting in LFAR/IFC
1. Ask for MIS reports that they submit to RBI/Regional office/Head 

Office to others
2. Ask for how above content can be taken from CBS. 
3. Take CBS reports
4. From CBS reports identify those content useful for NPAs, SMA0,1,2, 

loan performance indicators like stock statement last submitted, last 
interest, last principal paid etc.,

5. On the above make analysis for IRAC/Frauds/Non Compliance etc.,
6. Any report you take, ask for 12 months, take loan statement etc., for 

12 different dates in a year
7. Append/join or copy paste all 12 files into one file
8. On that joined file or appended file of copy pasted file make sort 

filter etc., for above analysis
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RBI Concern on Risk Management – Due care IFC reporting



IFC Reporting
Format content – IFC control testing formats are not 
uniform among banks

A. Process flow  Risk(What can go wrong) Description  
B. Controls – Nature of Control (Preventive/ Detective / 

Corrective) Manual/System/Automated
C. Risk of Material Misstatement –

I&E/A&L/Presentation
From the recent frauds FIR@CBI website analyze 
risks – Observe Risks verify controls on Fraud risk –
comment in IFC for ineffective controls.
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Office Accounts
 Review various office accounts
 Suspense
 Sundry Deposits
 Inter branch (Inter Sol)
 ATM Suspense
 Credit Cards
 Cash Management
 Pointing Type / Non-Pointing Type Accounts
 Audit list of outstanding items
 Inquire whether frauds have occurred using these office 

accounts
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Office Accounts
Potential misuse patterns

 Cash Payment from Office Accounts
 TOD through Office Accounts
 Parking of Cash Difference in Office Accounts Clearing / 

Remittance differences through Office Accounts
 Rotation of entries in Office Accounts
 Correctness in mapping of reversal transaction to originating 

transaction
 Value Dated Transactions
 Round Tripping
 Advance paid for Fixed Assets not capitalized
 Income realized not credited to Revenue Account
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Multiple – CIF – KYC Controls
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Fuzzy Lookup for KYC analysis



Customer Mater Analysis - KYC



Customer master analysis - KYC
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 BoB were alleged to have remitted Rs 6,000 crore of black money late last year.

 Pursuant to the internal audit of the Bank of Baroda, the Reserve Bank of India and 
investigative agencies in October 2015 were advised by the bank of certain 
irregularities observed

 The RBI carried out the investigation and noted the deficiencies which were 
reflective of weaknesses and failures in internal control mechanisms in respect of 
certain anti-money laundering provisions such as monitoring of transactions, timely 
reporting to Financial Intelligence Unit and assigning of Unique Customer 
Identification Code to customers, BoB said.  

 In a clarification to the exchanges on October 12, 2015, BoB had said that a total of 
5,853 outward foreign remittances transactions aggregating to $546.10 million 
(around Rs 3,500 crore) for the purpose as ‘Advance remittance for Imports’ and for 
other purposes have been remitted through 38 current accounts to various overseas 
parties numbering about 400, mainly based in Hong Kong and one of them in the 
UAE. PNB also informed the BSE that the RBI has imposed an aggregate penalty of 
Rs 3 crore on it.
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Evidence of Import - Physical Imports
(i) If Rem. exceeds USD 100,000 or its equivalent, it is obligatory on the part of

the AD to ensure that the importer submits :-

(a) EC copy of B/E for home consumption, or

(b) EC copy B/E for warehousing, in case of 100% EOU/ or

(c) Customs Assessment Certificate or Postal Appraisal Form, as declared by the
importer to the Customs Authorities, where import has been made by post, as
evidence that the goods for which the payment was made have actually been
imported into India.

(ii) For imports on D/A basis, AD should insist on production of evidence when
effecting remittance. However, if importers fail to produce documentary
evidence due to genuine reasons such as non- arrival of consignment, delay in
delivery/ customs clearance of consignment, etc., AD may, if satisfied, allow
reasonable time, upto 3 months from the date of remittance, to the importer.



Fraudulent financial reporting
AS Policy/Procedure Fraud / Risk

Over or Understatement

Revenue 
Recognition

Project Completion/FOB, Ex factory/
Passing of Ownership/ Miles stones/

Non Transparent Policies,
unverifiable conditions

Property Plant 
Equipment

Allocation of Expenses
Componentization

COD/Assumption of direct
and indirect expenses

Intangibles Life period assumption, revenue 
generation

Valuation

Impairment Valuation and cost Challenges in recognition

Segment Reporting Deciding operating segments Misused for demergers

Related Party 
Disclosure

Method of disclosure
ALP

Consolidated disclosure

Inventory Cost incurred to bring in to present 
location

Challenges in Accounting 
system

Accounting for Taxes Calculation methodology Challenges in interpretation
of Asset/Liabilities



Fraudulent financial reporting
Issue Fraud / Risk

Over or Understatement

Current and Non current Challenges in deciding Working capital

Life of Assets Depreciation and Real Asset worth

Recoverability of Debtors Provision for bad and doubtful debts

Fair valuation Interest/discounting Rate

Fair Valuation Projections/ DCF

Gratuity Iteration/Fund earning rate

Contingencies Legal Interpretation

Impairment/Going Concern Valuation



Out of order Validation



Out of order Validation







Term Loan Validation – Excel formulas





System Driven NPAs - How reliable is that ?
Can the system detect the ever greening?
1. Servicing interest/installment
 from CC/PC account to C/A; 
 from C/A to TL or 
 disbursement  to CC.
2. Adhoc limits to regularise.
Limit expired 30jun, Adhoc for 3 months – 30Sep, To 
be renewed within 180 days – 31Mar – May be PA



Can the system detect the ever greening?
3. Transfer from associate units  by allowing 

excess in CC or new TOD.
4. New loans to Related parties and funds 

transferred to irregular accounts to reflect as 
PA

5. Cheque purchase account to CC and cheque
returned next day.

System Driven NPAs - How reliable is that ?



Can the system detect the ever greening?
6.   Intra day credits & debits
7.   Same credit for two quarters by 
interchanging balances among Related parties
8.   Accounting of Devolved LCs
9.   Exceeding in Bills limit
10. Inadequate/ wrong  DP 
11. Combined excess of CC & Devolved LC

System Driven NPAs - How reliable is that ?



System Driven NPAs - How reliable is that ?
Non financial aspects

1. Extension of COD
2. Non satisfactory performance in restructured 

accounts
3. Additional Finance on restructured account
4. Stock statement older by 6 months.



EWS - Analysis



EWS - Analysis



EWS - Analysis



EWS - Analysis



EWS - Analysis





Funds diversion – round tripping analysis





Use of Excel – Bank Audit



Use of Excel – Bank Audit
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Use of Excel – Bank Audit



Use of Excel – Bank Audit



Use of Excel – Bank Audit







Use of Excel – Bank Audit Documentation







Sampling - Pivot



Sampling – TB analysis
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My Audit Tools Vs Powerful Regulators
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Wish you 
all a Happy 
Bank Audit 
Season


